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Using this manual  

This guide contains both the preparation steps and technical guidance needed to configure and use 

ES Encrypt.  Before proceeding with the configuration, please be certain to review the preparation 

sections outlined within this document.  These sections should be followed sequentially, since there 

are many areas that are dependent upon others.  The preparation sections will reduce the time 

needed to setup the folder/file structure and security permissions and will eliminate rework later.  

The color scheme and technique used throughout this manual are described below:  

Designates a section 

 

Designates a sub-section 

 
 
         Used for terms and notes which are specific to ES Encrypt.   

 

         Used for alternate methods to perform the designated function.   Quick Tips and 

Shortcuts  

ES Encrypt 

Terms  
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About  
 

Overview 
 

ES Encrypt is an encryption, password manager, and file security tool. 
 

¶ It allows encryption of files/directories using AES 256-bit encryption.  A user simply provides a strong 
password to perform encryption, and this same password must be used to decrypt the same files. 

¶ It also has a security password manager that encrypts the passwords, accounts, etc.  The passwords 
can even be synchronized across multiple devices. 

¶ The mobile version allows encryption of text messages/strings. 

¶ ES Encrypt allows files to be permanently deleted (prevents someone from undeleting and recovering 
the contents of files).  This process is called electronic shredding. 

¶ Finally, ES Encrypt can also perform electronic sanitizing on drives, which cleans up the ñfree spaceò 
on a given drive.  This is useful to ensure files that were already deleted in a normal fashion cannot be 
undeleted and retrieved.  Great for cleaning up temp files that were previously created by the operating 
system and then later deleted. 
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Software Architecture  
 

Components and Functions 
 

ES Encrypt has several components and features related to encryption and security.  From an 
architecture perspective, there are two main products.  A desktop version (Java based) and a mobile version 
(Adobe AIR based).  All encryption mechanisms (files, text, and passwords) use AES 256-bits. 

 

Desktop Version for Windows 
 
The Windows version has the following features: 
 

1) Encryption of files/directories 
2) Decryption of files/directories 
3) Password manager 

4) Synchronization of passwords across multiple devices 
5) Electronic shredding 
6) Electronic sanitizing 

7) Windows Explorer context menu support for encryption, decryption, and shredding 
 

Desktop Version for Mac OS X 
 

The Mac OS X version has the following features: 
 

1) Encryption of files/directories 

2) Decryption of files/directories 
3) Password manager 
4) Synchronization of passwords across multiple devices 

5) Electronic shredding 
6) Electronic sanitizing 

 

Mobile Version for Android and iOS 
 
The Android/iOS version has the following features: 
 

1) Encryption of files/directories 
2) Decryption of files/directories 
3) Encryption of text for messaging purposes 

4) Password manager 
5) Synchronization of passwords across multiple devices 
6) Electronic shredding 
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Usage 
 

Encrypting Files on Windows 
 

There are a few ways to encrypt a file on Windows: 
 

1) Through Windows Explorerôs context menu 

2) Through ES Encryptôs Browse Dialog 
a. By opening the ñES Encryptò shortcut 
b. By opening the ñES Encrypt Optionsò shortcut and selecting ñEncryptò from there 

 

Encrypting via Windows Explorer 
 
In order to encrypt files/directories using Windows Explorerôs context menu, first navigate to the 

directory that contains the files you wish to encrypt: 
 

 
 

http://www.everlastsoftware.com/


ES Encrypt User Manual 

 

www.everlastsoftware.com                     Page 8 of 63 

 

Next, select the desired files/directories using standard Windows selection (shift and control clicks for 
multiples): 

 

 
 

Now, right click the selected items to view the context menu: 
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Select ñES Encryptò from the context menu (you will be prompted one at a time for each selected file/directory): 
 

 
 
Provide the following values: 

 
1) Password ï Make sure this is strong, preferably at least 10 characters (15 recommended).  A 

suggestion is to use a phrase, such as ñfried green tomatoesò.  But instead of spaces, put numbers 
between the words (maybe birth year, number of jobs youôve had, etc).  Also include a special 
character randomly in the word.  A good example is: ñfried73green#5tomatoesò.  This password will be 
immune to dictionary attacks, as well as resistant to brute force attacks by hackers.  You must 
remember the password or your file contents will be permanently lost! 

2) Confirm Password ï Retype the password to make sure you did it correctly.  Otherwise your file may be 
permanently lost! 

3) Extra Scramble Password (Optional) ï This is only used if you want to mask the fact that the file is even 
encrypted to begin with.  It is not recommend unless you have a particular need for this.  It also is not 
compatible with the mobile version at this time. 

4) Confirm Extra Scramble Password ï If using an extra scramble password, confirm. 
5) Permanently Delete Original File After Encryption ï If checked, the selected file will be electronically 

shredded once the encrypted version is created.  This prevents someone from undeleting the file to 
retrieve the original unencrypted version.  If unchecked, the original file is not deleted.  

6) Overwrite Existing Encrypted File ï If checked, the encrypted version will be overwritten (if it exists).  
Otherwise, the encryption process skips this particular file. 

7) Process Subfolders ï This option is only available if a directory is selected.  If checked, all 
subdirectories (subfolders) will be encrypted as well. 

 

http://www.everlastsoftware.com/


ES Encrypt User Manual 

 

www.everlastsoftware.com                     Page 10 of 63 

 

 
Click óOkô and your file/directory will be encrypted: 
 

 
 
Note: The file called ñimg 982.jpgò has been replaced with a file called ñimg 982.jpg.esencò.  The added 
extension of ñesencò means it is now encrypted and protected with ES Encrypt. 
 
You will now be presented with the dialog again if more than one file/directory was selected.  ES Encrypt is 
smart enough to remember the password you just typed in case you want to reuse it for the next file/directory.  
If you want to use a different password, simply type in the new one: 
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Note: Once encryption is complete, you will noticed all the files have ñkeyò icons as their thumbnails.  This 
indicated the files/directories are encrypted: 
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Encrypting via ES Encrypt Browse Dialog 
 
After launching ñES Encryptò via the shortcut or the ñES Encrypt Optionsò shortcut, a dialog will appear.  This 
dialog allows selection of one or more files and directories: 
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Using choosing the files and directories, use the ñSelect to Encryptò button: 
 

 
 
Note: This method uses the same password for all the selected files and directories, unlike the Windows 
Explorer context menu option (which prompts individually for each file/directory). 
 
Provide the following values: 

 
1) Password ï Make sure this is strong, preferably at least 10 characters (15 recommended).  A 
suggestion is to use a phrase, such as ñfried green tomatoesò.  But instead of spaces, put numbers 
between the words (maybe birth year, number of jobs youôve had, etc).  Also include a special 
character randomly in the word.  A good example is: ñfried73green#5tomatoesò.  This password will be 
immune to dictionary attacks, as well as resistant to brute force attacks by hackers.  You must 
remember the password or your file contents will be permanently lost! 

2) Confirm Password ï Retype the password to make sure you did it correctly.  Otherwise your file may be 
permanently lost! 

3) Extra Scramble Password (Optional) ï This is only used if you want to mask the fact that the file is even 
encrypted to begin with.  It is not recommend unless you have a particular need for this.  It also is not 
compatible with the mobile version at this time. 

4) Confirm Extra Scramble Password ï If using an extra scramble password, confirm. 
5) Permanently Delete Original File After Encryption ï If checked, the selected file will be electronically 

shredded once the encrypted version is created.  This prevents someone from undeleting the file to 
retrieve the original unencrypted version.  If unchecked, the original file is not deleted.  

6) Overwrite Existing Encrypted File ï If checked, the encrypted version will be overwritten (if it exists).  
Otherwise, the encryption process skips this particular file. 

7) Process Subfolders ï This option is only available if a directory is selected.  If checked, all 
subdirectories (subfolders) will be encrypted as well. 
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Click óOkô and your file/directory will be encrypted.  You are notified how many files/directories were encrypted 
(some may be skipped if the ñOverwrite Existing Encrypted Fileò is not checked and were already encrypted): 
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Encrypting Files on Mac OS X 
 

There is only one way to encrypt a file on Mac OS X: 
 

1) Through ES Encryptôs Browse Dialog via the ñES Encryptò shortcut 
 

Encrypting via ES Encrypt Browse Dialog 
 
After launching ñES Encryptò via the shortcut, click ñES Encryptò and a dialog will appear.  This dialog allows 
selection of one or more files and directories: 
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After choosing the files and directories, click the ñSelect to Encryptò button: 
 

 
 
Note: This method uses the same password for all the selected files and directories, unlike the Windows 
Explorer context menu option (which prompts individually for each file/directory). 
 
Provide the following values: 

 
2) Password ï Make sure this is strong, preferably at least 10 characters (15 recommended).  A 

suggestion is to use a phrase, such as ñfried green tomatoesò.  But instead of spaces, put numbers 
between the words (maybe birth year, number of jobs youôve had, etc).  Also include a special 
character randomly in the word.  A good example is: ñfried73green#5tomatoesò.  This password will be 
immune to dictionary attacks, as well as resistant to brute force attacks by hackers.  You must 
remember the password or your file contents will be permanently lost! 

3) Confirm Password ï Retype the password to make sure you did it correctly.  Otherwise your file may be 
permanently lost! 

4) Extra Scramble Password (Optional) ï This is only used if you want to mask the fact that the file is even 
encrypted to begin with.  It is not recommend unless you have a particular need for this.  It also is not 
compatible with the mobile version at this time. 

5) Confirm Extra Scramble Password ï If using an extra scramble password, confirm. 
6) Permanently Delete Original File After Encryption ï If checked, the selected file will be electronically 

shredded once the encrypted version is created.  This prevents someone from undeleting the file to 
retrieve the original unencrypted version.  If unchecked, the original file is not deleted.  

7) Overwrite Existing Encrypted File ï If checked, the encrypted version will be overwritten (if it exists).  
Otherwise, the encryption process skips this particular file. 

8) Process Subfolders ï This option is only available if a directory is selected.  If checked, all 
subdirectories (subfolders) will be encrypted as well. 

 

http://www.everlastsoftware.com/


ES Encrypt User Manual 

 

www.everlastsoftware.com                     Page 17 of 63 

 

Click óOkô and your files/directories will be encrypted.  You are notified how many files/directories were 
encrypted (some may be skipped if the ñOverwrite Existing Encrypted Fileò is not checked and were already 
encrypted): 
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Encrypting Files on Android/iOS 
 

The ES Encrypt mobile app allows encryption via the ñEncryptò tab: 
 

 
 
  There are several options in order to pull files in for encryption: 

 
1) The ñSelectò button 
2) The ñCamerarollò button 
3) The ñCam Pictureò button 
4) The ñRecord Micò button 
5) The ñCam Videoò button 
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Encrypting via Select 
 

Use the óSelectô button and choose the desired file(s)/directories (the view allows for multi-select).  
Below is a screenshot of a directory showing subdirectories named with dates: 
 

 
 

Select the desired file(s)/directories (the óUpô button navigates up the directory hierarchy): 
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Once you have highlighted the desired file(s)/directories, use the óSelectô button and you will see them 
added to the selection list below the buttons.  If you want the selected unencrypted files to be 

permanently deleted after encrypting, check the ñShred/Delete Selected After Encryptingò box. 
 

 
 
Once you have selected all the desired files/directories, use the ñEncryptò button and provide a password: 
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AES 256-bit encryption can take a while, depending on the speed of your device.  A message will appear, 
showing that encryption is taking place: 
 

 
 
Once encryption is finished, a dialog will be displayed specifying the number of files that were encrypted: 
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The newly encrypted files will have an extension of óesencô tacked on the end of the name, to indicate they are 
encrypted: 
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Encrypting via Cameraroll 
 

Use the óCamerarollô button and choose the desired images, videos, etc (the view allows for multi-
select).  Follow the same process using the ñEncryptò button as described in ñEncrypting via Selectò. 
 

Note: Some apps that use the cameraroll will not be able to display or understand the encrypted files.  
Also, they may cache old versions of your pictures, even if you electronically shred the unencrypted 
pictures.  You may need to use the app and delete the unencrypted pictures from there to force it to 

remove the cached version. 
 

Encrypting via Cam Picture 
 

Use the óCam Pictureô button and take a picture with the device.  Follow the same process using the 
ñEncryptò button as described in ñEncrypting via Selectò. 
 

Encrypting via Record Mic 
 
Use the óRecord Micô button and record audio with the device.  Follow the same process using the 
ñEncryptò button as described in ñEncrypting via Selectò. 
 

Encrypting via Cam Video 
 
Use the óCam Videoô button and record video with the device.  Follow the same process using the 
ñEncryptò button as described in ñEncrypting via Selectò. 
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Decrypting Files on Windows 
 

There are a few ways to decrypt a file on Windows: 
 

1) Through Windows Explorerôs context menu 

2) Through ES Decryptôs Browse Dialog 
a. By opening the ñES Decryptò shortcut 
b. By opening the ñES Encrypt Optionsò shortcut and selecting ñDecryptò from there 

 

Decrypting via Windows Explorer 
 
In order to decrypt files/directories using Windows Explorerôs context menu, first navigate to the 

directory that contains the files you wish to decrypt (they will have a file extension of ñesencò as well 
as a ñkeyò icon): 
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Next, select the desired files/directories using standard Windows selection (shift and control clicks for 
multiples): 

 

 
 

Now, right click the selected items to view the context menu: 
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Select ñES Decryptò from the context menu (you will be prompted one at a time for each selected file/directory): 
 

 
 
Provide the following values: 

 
1) Password ï Type in the password that was used to encrypt the file(s). 
2) Open File After Decryption ï If checked, the default program will be used to open the file, based on its 

file extension. 
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Click óOkô and your files/directories will be decrypted: 
 

 
 
Note: The file called ñaccounts.txtò has been created.  The encrypted ñaccounts.txt.esencò file remains as well.  
If you no longer need the encrypted file, you can simply delete it (or electronically shred via ES Shred).  
 
You will now be presented with the dialog again if more than one file/directory was selected.  ES Decrypt is 
smart enough to remember the password you just typed in case you want to reuse it for the next file/directory.  
If the other file(s)/directories use a different password, simply type in the new one: 
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Decrypting via ES Decrypt Browse Dialog 
 
After launching ñES Decryptò via the shortcut or the ñES Encrypt Optionsò shortcut, a dialog will appear.  This 
dialog allows selection of one or more files and directories with the ñesencò extension: 
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After choosing the files and directories, use the ñSelect to Decryptò button: 
 

 
 
Note: This method uses the same password for all the selected files and directories, unlike the Windows 
Explorer context menu option (which prompts individually for each file/directory). 
 
Provide the following values: 

 
3) Password ï Type in the password that was used to encrypt the file(s). 
4) Open File After Decryption ï If checked, the default program will be used to open the file, based on its 

file extension. 
 
Click óOkô and your files/directories will be decrypted.  You are notified how many files/directories were 
decrypted: 
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Decrypting Files on Mac OS X 
 

There is only one way to decrypt a file on Mac OS X: 
 

1) Through ES Decryptôs Browse Dialog via the ñES Encryptò shortcut 
 

Decrypting via ES Decrypt Browse Dialog 
 
After launching ñES Decryptò via the ñES Encryptò shortcut, a dialog will appear.  This dialog allows selection of 
one or more files and directories with the ñesencò extension: 
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After choosing the files and directories, use the ñSelect to Decryptò button: 
 

 
 
 
Provide the following values: 

 
1) Password ï Type in the password that was used to encrypt the file(s). 
2) Open File After Decryption ï If checked, the default program will be used to open the file, based on its 

file extension. 
 
Click óOkô and your files/directories will be decrypted.  You are notified how many files/directories were 
decrypted: 
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Decrypting Files on Android/iOS 
 

The ES Encrypt mobile app allows encryption via the ñDecryptò tab: 
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Decrypting via Select 
 

Use the óSelectô button and choose the desired file(s)/directories (the view allows for multi-select).  
Below is a screenshot of a directory showing some encrypted files: 
 

 
Once you have highlighted the desired file(s)/directories, use the óSelectô button and you will see them 
added to the selection list below the buttons.  If you want the selected encrypted files to be 

permanently deleted after decrypting, check the ñShred/Delete Selected After Decryptingò box. 
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Once you have selected all the desired files/directories, use the ñDecryptò button and provide a password: 
 

 
AES 256-bit decryption can take a while, depending on the speed of your device.  A message will appear, 
showing that encryption is taking place: 
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Once encryption is finished, a dialog will be displayed specifying the number of files that were encrypted: 
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Password Manager on Windows and Mac OS X 
 

The Password Manager can be launched in two different ways: 
 

1) By selecting ñPassword Managerò from the ñES Encryptò shortcut on Mac OS X or ñES Encrypt 

Optionsò shortcut on Windows 
2) From the ñES Password Managerò on Windows 

 

Opening Existing Passwords 
 
If you have existing passwords, ES Password Manager will automatically prompt for the ñmaster passwordò to 
view the passwords.  Otherwise, you will go straight into the password list. 
 

 
 

After providing the correct password, and selecting óOkô, the passwords are displayed for viewing/editing: 
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