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Using this manual

This guide contains both the preparation steps and technical guidance needed to configure and use
ES Encrypt. Before proceeding with the configuration, please be certain to review the preparation
sections outlined within this document. These sections should be followed sequentially, since there
are many areas that are dependent upon others. The preparation sections will reduce the time
needed to setup the folder/file structure and security permissions and will eliminate rework later.

The color scheme and technique used throughout this manual are described below:

Designates a section

Designates a sub-section

ES Encrypt
Terms

Quick Tips and
Shortcuts

Used for terms and notes which are specific to ES Encrypt.

Used for alternate methods to perform the designated function.

www.everlastsoftware.com

Page4 of 63



http://www.everlastsoftware.com/

ES Encrypt User Manual

About

Overview

ES Encrypt is an encryption, password manager, and file security tool.

1 It allows encryption of files/directories using AES 256-bit encryption. A user simply provides a strong
password to perform encryption, and this same password must be used to decrypt the same files.

9 Italso has a security password manager that encrypts the passwords, accounts, etc. The passwords
can even be synchronized across multiple devices.

1 The mobile version allows encryption of text messages/strings.

1 ES Encrypt allows files to be permanently deleted (prevents someone from undeleting and recovering
the contents of files). This process is called electronic shredding.

T Finally, ES Encrypt can also perform electronic s
on a given drive. This is useful to ensure files that were already deleted in a normal fashion cannot be
undeleted and retrieved. Great for cleaning up temp files that were previously created by the operating
system and then later deleted.
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Software Architecture

Components and Functions

ES Encrypt has several components and features related to encryption and security. From an
architecture perspective, there are two main products. A desktop version (Java based) and a mobile version
(Adobe AIR based). All encryption mechanisms (files, text, and passwords) use AES 256-bits.

Desktop Version for Windows

The Windows version has the following features:

1) Encryption of files/directories

2) Decryption of files/directories

3) Password manager

4) Synchronization of passwords across multiple devices

5) Electronic shredding

6) Electronic sanitizing

7) Windows Explorer context menu support for encryption, decryption, and shredding

Desktop Version for Mac OS X

The Mac OS X version has the following features:

1) Encryption of files/directories

2) Decryption of files/directories

3) Password manager

4) Synchronization of passwords across multiple devices
5) Electronic shredding

6) Electronic sanitizing

Mobile Version for Android and iOS

The Android/iOS version has the following features:

1) Encryption of files/directories

2) Decryption of files/directories

3) Encryption of text for messaging purposes

4) Password manager

5) Synchronization of passwords across multiple devices
6) Electronic shredding
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Usage

Encrypting Files on Windows

There are a few ways to encrypt a file on Windows:

1) Through Windows Explorerds context menu
2) Through ES Encryptods Browse Dialog
a. By opening the AES Encrypto shortcut
b. By openi nBneryphCGep tiiBEOShs 0 shortcut and selecting 0

Encrypting via Windows Explorer

I n order to encrypt files/ directorfirgmavigatstothegg Wi nd
directory that contains the files you wish to encrypt:

n |_| l “ = |,| Ficture Tools

Home Share Wiew Manage

@ @ = 4 v ThisPC » C(C) » myfolder v | Search my folder

-
.

#% Homegroup

18 This PC
i Desktop
L] Documents
4 Downloads
W mediaplayer (acerdesktop)
o Music
=| Pictures
B Videos
a Cic) phone
= TERABYTE (F:) numbers.docx
S ¢ (1W192.168.1.4) (Z3)

accounts.bat img 1073.jpg

i’" Metwork

5 items
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Next, select the desired files/directories using standard Windows selection (shift and control clicks for
multiples):

nieEnNn-|

Home

Share Wiew

(€ (3) ~ 1t L » ThisPC » C(C) » myfolder v ¢ | | Search my folder P

. "
i@ Homegroup b L

18 This PC
_H Desktop =
| Documents
i Downloads
@h mediaplayer (acerdesktop) —
_LD Music
_EI Pictures
_I Videos
a cwe phone
= TERABYTE (F) nurmbers.docx
O ¢ (\W192.168.1.4) (Z)

diet accounts.bd img 982.jpg img 1075.jpg

G‘! Metwork

Sitems 3 items selected

Now, right click the selected items to view the context menu:

NiENn-|
File Home Share View N a
- T ¥ ThisPC » C(C) » myfolder v O Search my folder 2
¥ y
% Homegroup N — B
1% This PC m
_jm Desktop — | ES Encrypt
_EI Documents diet P ES Shred (Permanent Delete) !
8 Downloads T-Zip ]
H‘h mediaplayer (acerdesktop) _L Send to 5
W Music
& Pictures Cut
B Videos Copy
a CE) p::mz Create shortcut
TERABYTE (F:) numBers.doc
= Delete
5 e (W192.168.1.4) (Z:) Rename
q-! Metwork Properties
Sitems 3 items selected ==
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Select cigptoeBnfrom the context menu (you wil/l be prom
| [ = C:\my folder -
“ Home Share Wiew
(—} .:-) - T J k ThisPC » C(C) » my folder v & Search ry folder

#& Homegroup

1M This PC
i Desldop ES Encryption
| Documents
Please provide the password ta encrypt ing 982, jpa
4. Downloads
il mediaplayer (acerdesktop) Passward:
J' Music Confirmn Password:
= Pictures Extra Scramble Password (Optional):
Confirm Extra Scramble Password:
& Videos
?Permanently Delete Original File After Encryption
e 50 ite Existing E ted Fil
werwrite Existing Encrypted File
s TERABVTE (F) * T
Process Subfolders
S e (W192.168.1.4) () —
e ARMIMG: The file will be permanently lost if wou Forget the passward,
E'i_i Metwork ok Cancel

3 items 3 iterns selected

Provide the following values:

1) Password i Make sure this is strong, preferably at least 10 characters (15 recommended). A

suggestion is to use a phrase, such as Afried green tomatoeso. B
bet ween the words (maybe birth year, number of j o
character randomly in the word. A good ex aihlpel e i

immune to dictionary attacks, as well as resistant to brute force attacks by hackers. You must
remember the password or your file contents will be permanently lost!

2) Confirm Password i Retype the password to make sure you did it correctly. Otherwise your file may be
permanently lost!

3) Extra Scramble Password (Optional) i This is only used if you want to mask the fact that the file is even
encrypted to begin with. Itis not recommend unless you have a particular need for this. It also is not
compatible with the mobile version at this time.

4) Confirm Extra Scramble Password 1 If using an extra scramble password, confirm.

5) Permanently Delete Original File After Encryption i If checked, the selected file will be electronically
shredded once the encrypted version is created. This prevents someone from undeleting the file to
retrieve the original unencrypted version. If unchecked, the original file is not deleted.

6) Overwrite Existing Encrypted File i If checked, the encrypted version will be overwritten (if it exists).
Otherwise, the encryption process skips this particular file.

7) Process Subfolders i This option is only available if a directory is selected. If checked, all
subdirectories (subfolders) will be encrypted as well.
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Cl i ck 06Ok 6 direatody wiyl lmewencrypted:| e /

ML= Picture Tools C\my folder -

Home Share View Manage hd ﬂ

(€ (3) = 1t L » ThisPC » C(C) » myfolder w| ¢ | | Search my folder o
Homegrou ™% :
group —— B

1% This PC
m Desktop

£| Documents diet accounts.bd img img 1075.jpg
& Downloads 982.jpg.esenc

mﬂ" mediaplayer (acerdesktop)
o Music

=| Pictures

Bl Videos

i )

—a TERABYTE (F:)

S o (\W192.168.1.4) (Z:)

:\my Folder\img 982.jpg encrypted.

“! Metwork

5 items f==

I called Ai mg 982.

Note: The j
esenco means it i s

fi pgo has been repl ace
extension of now

e
f encrypted and p
You will now be presented with the dialog again if more than one file/directory was selected. ES Encrypt is

smart enough to remember the password you just typed in case you want to reuse it for the next file/directory.

If you want to use a different password, simply type in the new one:

M Tl = C\my folder = =
Home Share View v @
(€) () =~ T L » ThisPC » C(C) » myfolder v ¢ | Searchmy folder P

4 Homegroup

1 This PC
m Desktop

| Documents

Flease provide the password to encrypk accounts. bxk

‘ Downloads P d Pkt ok R
] assword:
|ﬂ;"h mediaplayer (acerdesktop) e r————
h[f Music Extra Scramble Passward (Optional):
=| Pictures Confirm Extra Scramble Password:
g Videos gPermanently Delete Original File After Encryption
& C(c) I'_Qllow.,'ert-\lrite Existing Encrypted Fila

s TERABYTE (F:)

& < (\192.168.1.4) (7] WERNING: The file will be parmanantly lost iF wou Forget the passwaord,

Ck Caricel

Sitems  1item selected 26 bytes ==

¢! Network
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Not e: Once encryption is compl etkeyg iyoansidd tntodiirc etdh wa
indicated the files/directories are encrypted:

nRiENn-|

Home

Share View

(€ (®) ~ 1 L » ThisPC » C(C) » myfolder v | ¢ | Search myfolder p

accounts.bet.esen img img 1073,jpg
c 982.jpg.esenc

I@ Homegroup

1M This PC
_H Desktop
_E| Documents
j Downloads
W’ mediaplayer (acerdesktop)
jﬂ' Music
_ﬁl Pictures
_ﬁ Videos
(e
—w TERABYTE ()
o (N192.168.1.4) ()

phone
numbers.docx

r! Metwork

5 items 1 itermn selected
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Encrypting via ES Encrypt Browse Dialog

After | aunching AES EncirE® tEncvriyap tt h@p tsihomr g &c ust h corrt ct uhte,
dialog allows selection of one or more files and directories:

Lookin: ] my Folder

] diet
accounts. bxkesenc

img 952.jpg.esenc
.| phone numbers,docx

File name:

|"in'u;| 1075.jpg" "phone numbers, docx"

Files of tvpe: Al Files

[_ Select ko Encrypt J[_ Cancel

www.everlastsoftware.com
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Using choosing the files and directories, uset he fiSel ect t o Encrypto button:

ES Encryption

Please provide the password to encrypt the fileis),

Passward:

Confirm Password:

Extra Scramble Password (Optional):

Confirm Extra Scramble Password:

?F’ermanentlv Delete Criginal File After Encryplion
?Overwrite Existing Encrypted File

Wit AR MG The File will be permanently lost if vou Forget the password.

k. Cancel

iles of tvpe: Al Files '

Select to Encryvpk Cancel

Note: This method uses the same password for all the selected files and directories, unlike the Windows
Explorer context menu option (which prompts individually for each file/directory).

Provide the following values:

1) Password i Make sure this is strong, preferably at least 10 characters (15 recommended). A
suggestion is to use a phrase, such as #Afried gre
bet ween the words (maybe birth year, number of | o
character randomly in thedWdrgd.eenA5d monhtexesmpl e Tif
immune to dictionary attacks, as well as resistant to brute force attacks by hackers. You must
remember the password or your file contents will be permanently lost!

2) Confirm Password i Retype the password to make sure you did it correctly. Otherwise your file may be
permanently lost!

3) Extra Scramble Password (Optional) i This is only used if you want to mask the fact that the file is even
encrypted to begin with. It is not recommend unless you have a particular need for this. It also is not
compatible with the mobile version at this time.

4) Confirm Extra Scramble Password 1 If using an extra scramble password, confirm.

5) Permanently Delete Original File After Encryption i If checked, the selected file will be electronically
shredded once the encrypted version is created. This prevents someone from undeleting the file to
retrieve the original unencrypted version. If unchecked, the original file is not deleted.

6) Overwrite Existing Encrypted File i If checked, the encrypted version will be overwritten (if it exists).
Otherwise, the encryption process skips this particular file.

7) Process Subfolders i This option is only available if a directory is selected. If checked, all
subdirectories (subfolders) will be encrypted as well.

www.everlastsoftware.com Pagel3of 63
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t or y wdldirectoriesevere encryptgdp t e d

Click 60k6 and your fii ec
[ AOverwrite Existing Encr

I
(some may be skipped f

[ files encrypted,

www.everlastsoftware.com Pagel4 of 63
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Encrypting Files on Mac OS X

There is only one way to encrypt a file on Mac OS X:

1) Through ES Encryptdés Browse Dialog via the AES En

Encrypting via ES Encrypt Browse Dialog

After | aunching AES Encrypto vi a

t h eappedr.oThis dialeg allows | i ¢ k
selection of one or more files and directories:

Lookin: || my Folder

| diet
accounts, bk esenc

img 952.jpg.esenc
.| phone numbers.docx

File name: I'img 1075.jpg" "phone numbers, docx"

Files of tvpe: Al Files

l- Select ko Encrypk J [ Cancel

www.everlastsoftware.com
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After choosingthefilesand directori es, click the fnSelect to Encr

ES Encryption

Please provide the password to encrypt the fileis),

Passward:

Confirm Password:

Extra Scramble Password (Optional):

Confirm Extra Scramble Password:
?F’ermanentlv Delete Criginal File After Encryplion
?Overwrite Existing Encrypted File

Wit AR MG The File will be permanently lost if vou Forget the password.

k. Cancel

iles of tvpe: Al Files '

Select to Encryvpk Cancel

Note: This method uses the same password for all the selected files and directories, unlike the Windows
Explorer context menu option (which prompts individually for each file/directory).

Provide the following values:

2) Password i Make sure this is strong, preferably at least 10 characters (15 recommended). A

suggestion is to use a phrase, suchas #Afri ed green tomatoeso. But i
bet ween the words (maybe birth year, number of | o
character randomly in the word. A good examiel e i

immune to dictionary attacks, as well as resistant to brute force attacks by hackers. You must
remember the password or your file contents will be permanently lost!

3) Confirm Password i Retype the password to make sure you did it correctly. Otherwise your file may be
permanently lost!

4) Extra Scramble Password (Optional) i This is only used if you want to mask the fact that the file is even
encrypted to begin with. It is not recommend unless you have a particular need for this. It also is not
compatible with the mobile version at this time.

5) Confirm Extra Scramble Password 7 If using an extra scramble password, confirm.

6) Permanently Delete Original File After Encryption i If checked, the selected file will be electronically
shredded once the encrypted version is created. This prevents someone from undeleting the file to
retrieve the original unencrypted version. If unchecked, the original file is not deleted.

7) Overwrite Existing Encrypted File i If checked, the encrypted version will be overwritten (if it exists).
Otherwise, the encryption process skips this particular file.

8) Process Subfolders i This option is only available if a directory is selected. If checked, all
subdirectories (subfolders) will be encrypted as well.
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Cl i ck 0 Ok 6s/daattdriesywill be encfypted.e You are notified how many files/directories were
encrypted

(some may be skipped if the AOverwrite EXi
encrypted):

[ files encrypted,

www.everlastsoftware.com
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Encrypting Files on Android/iOS

The ES Encrypt mobile app allowsencr ypt i on

a 4w X

Encr... Decr... Text Shred Pas...

E Shred/Delete Selected After Encrypting

| Select

Vv

i a

= Cameraroll

[ = Cam Picture

‘@ Record Mic

[ © Cam Video

4 Clear H Encrypt

There are several options in order to pull files in for encryption:

1) The ASel ectd button

2) The AnCamer aroll 06 button
3) The ACam Pictureod button
4 The ARecord Mico button
5) The ACam VideooO button

t

h e

!

Syst...

AEncrypto

t

ab:

www.everlastsoftware.com
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Encrypting via Select

Use the 6Selectd button and choose the d-eekeit)y ed fi
Below is a screenshot of a directory showing subdirectories named with dates:

8] & | 8

Encr... Decr.. Text Shred Pas.. Syst .
Up Select Cancel

12-28-2008
3-21-2009
7-19-2009
7-2-2009
8-10-2008
8-22-2009

8-8-2008

Select the desired fil e(s) / duipthedrécmny hisaschyj:t he oO6Upb

a J- ‘ v ] L

Encr... Decr... Text Shred Pas... Sysi..
Up Select Cancel

diet

accounts_txt

img 1075 jpg

img 882 jpg

phone numbers.docx

www.everlastsoftware.com Pagel9 of 63
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Once you have

hi ghlighted the desir eadybuwilleeethém di r
added to the selection list below the buttons. If you want the selected unencrypted files to be
permanently deletedaft er encrypting, check the

fShred/ Del et
a o |} LI

Text | Shred Pas_.

Encr_. Decr...

Syst
@ Shred/Delete Selected After Encrypting

IQJ Select-

= Cameraroll H = Cam Picture ‘

® Record Mic ‘

© Cam Video ‘

. & Clear ‘

Encrypt ‘

img 982 jpg

accounts txt

Once you have selected all the

d e s i raaddprovide A passwoddi r ect o
Provide the password to encrypt.

Password:

gy

Syst__.

[ KEERRTRERERER

] ncrypting

Confirm Password:

[ REERREEEREEE ]
v

WARNING: Don't lose password!:
B | o |

[. & Clear ‘ [ Encrypt ‘

h

img 982 jpg

accounts.txt

www.everlastsoftware.com
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AES 256-bit encryption can take a while, depending on the speed of your device. A message will appear,
showing that encryption is taking place:

= & B b

Encr.. Decr. | Text Shred Pas._. |Syst . .
Encrypting... Please be
patient, this may take a

while.

&= Cameraroll H = Cam Picture \

@ Record Mic \ [ © Cam Video \

. & Clear ‘ [ Encrypt ‘

img 982 jpg

accounts. txt

Once encryption is finished, a dialog will be displayed specifying the number of files that were encrypted:

ay

Shred Pas.. Syst .

2 files were

encrypted. acted After Encrypting

& Clear H Encrypt\
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The newly encryptedf i | es wi | | have an eontheand dfthenanefto indieasedheycae t a c
encrypted:
[ y L) 4
Encr... Decr... Text shred || Pas... S‘_'."E'»t...
Up Select Cancel
diet
accounts.txt
accounts txt esenc
img 1075 jpg
img 982 jpg
img 982 jpg.esenc

phone numbers.docx
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Encrypting via Cameraroll

he 6Camer ar o
t)

| 1 & button and choose de5|
Foll ow t he

t t he
sel ec same proceisBedsimgAEmer yifkEn
Note: Some apps that use the cameraroll will not be able to display or understand the encrypted files.
Also, they may cache old versions of your pictures, even if you electronically shred the unencrypted
pictures. You may need to use the app and delete the unencrypted pictures from there to force it to
remove the cached version.

Encrypting via Cam Picture

Use the 6Cam Pictured button and take a picture
AEncr yptads bhduetstcon bed i n AEncrypting via Selecto.

Encrypting via Record Mic

Use the O6Reco
t

d Micd button and r
AEncrypto bu 0

r ec
ton as described in AEncrypting vi

Encrypting via Cam Video

Uset he 6Cam Videodé button and record video with
AEncrypto button as described in AEncrypting vi
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Decrypting Files on Windows

There are a few ways to decrypt a file on Windows:

1) Through Windows Explorer 6 s cont ext menu
2) ThroughES Decrypto s Br owse Di al og
a. By opening the AES Decrypto shortcut
b. By openi ngncryphCGp thiiEOShs 0 short cut and selecting 0

Decrypting via Windows Explorer

In order to decrypt files/directories using WindowsEx pl or er 6s cont ext menu, f
directory that contains the files you wislswelb dec
as a fAnkeyo icon

niEn-|

Home

Share View

(€ (®) ~ 1 L » ThisPC » C(C) » my/folder v | ¢ | Search myfolder p

l@ Homegroup ™

18 This PC
e Desktop

| Docurnents

diet accounts.bet.esen img img 1073.jpg
1 Downloads c 932,jpg.esenc

[F’ mediaplayer (acerdesktop)
W Music —_—
= Pictures

& Videos

& C(C)

—a TERABYTE (F:)
o (N192.168.1.4) ()

phone
numbers.docx

?! Metwork

5 items 1 itermn selected
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Next, select the desired files/directories using standard Windows selection (shift and control clicks for
multiples):

Home Share View v e

@ > 1 L » ThisPC » C(C:) » myfolder v ¢ Search my folder Lr

& Homegroup B -
1% This PC

_jm Desktop

| Documents

8 Downloads

[?h Laurie (laurie-pc)

A
o |

diet accounts.bd accounts.txt.esen img 982.jpg

img img 1075,jpg phone
982.jpg.esenc numbers.docx

c
—

[l mediaplayer (acerdesktop)
W Music

k EJ Pictures

H Videos

s C(@

= TERABYTE (F)

e- Network
/M DESKTOP
1% EPSONOE319D
/8 LAURIE-PC
/% WDTVLIVE

7items 2 items selected 2.06 MB == | =

Now, right click the selected items to view the context menu:

Home Share View v @

@ * 1 . » ThisPC » C(C:) » my folder v ¢ Search my folder »

) Homegroup \ L B é

1M This PC
_H Desktop

| D t i - ;
'E eaments diet accounts.bd accounts.tet.esen img 982,jpg
|4 Downloads ¢

F’ Laurie (laurie-pc)

ﬁ‘h mediaplayer (acerdesktop) $—4|__—L:
jb Music Open

_E Pictures Edit ES Encrypted File

_‘ Videos X | ES Decrypt |
L cw 9824;';‘_9"5&“: ES Encrypt

—a TERABYTE (F:) ES Shred (Permanent Delete)

T-Zip 4

oCx

f- Metwork
8 DESKTOP
% EPSONDE319D Cut
/% LAURIE-PC Copy
M WDTVLIVE

Send to 3

Create shortcut
Delete

Rename

Properties

Titems 2 items selected 2.06 MB =
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Select AES Decrypto from the context menu (you wi

ifal~I C\my folder

Home Share View
el

@ > T 0 » ThisPC » C(C) » myfolder v & Search my folder

i% Homegroup ) . |

1% This PC i
i Desktop -
£l Documents diet accounts.bd accounts.tt.esen img 982.jpg
& Downloads -
|:ﬁ.h Laurie (laurie-pc)
|ﬂih mediaplayer (acerdesktop)
W Music
=| Pictures
.F Videos Password: I************
i C () r: Open File Afker Decryption

TERABYTE (F:)
[=]
g c (\\192.168.1.4) (Z:)

Please provide the password to decrypt accounts. bk, esenc

ok Cancel

“! Metwork
% DESKTOP
1% EPSONOE39D
M| LAURIE-PC
1% WDTWYLIVE

Titems 2 items selected 2.06 ME

Provide the following values:

1) Password i Type in the password that was used to encrypt the file(s).
2) Open File After Decryption i If checked, the default program will be used to open the file, based on its

file extension.
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Click 60
[

Not e:

||

Share
© = -
ﬂEHomegroup

1M This PC
i Desktop
| Documents
&4 Downloads
Iﬁi" Laurie (laurie-pc)
Iﬁf"' mediaplayer (acerdesktop)
o Music
=| Pictures
& Videos
ks C(C)
—a TERABYTE (F:)
g o (WN192.168.1.4) ()

?F Network

i DESKTOP
EPSOMOE319D
LAURIE-PC
WDTVLIVE

7items 2 items selected 2.06 MB

The file

View

cal l
If you no longer need the encrypted file, you can simply delete it (or electronically shred via ES Shred).

ké6 and your fil
= |

S v ThisPC » C(C) » myfolder »

es/ di

C\my folder

rectori

wi |

€es

] Search my folder

diet accounts.bd accounts.bd.esen

c

ES Decrypt Completed H—

:\my Folderiaccounts.txt.esenc —

ecrypted,
one
rs.docx

ed Aaccounts.txto has

be

=S|

been

decryp

create

You will now be presented with the dialog again if more than one file/directory was selected. ES Decrypt is
smart enough to remember the password you just typed in case you want to reuse it for the next file/directory.
If the other file(s)/directories use a different password, simply type in the new one:

www.everlastsoftware.com
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Decrypting via ES Decrypt Browse Dialog

After |l aunching AES Decrypto via the shortcut or the
dialog allows selection of one or more files and directorieswi t h t h extefistos:e nc 0

Lookijn: ) my Folder

] et
accounts, bxkesenc
img 952.jpg.esenc

File name: Joiimy Folder

Files of kype:  .esenc

[ Select ko Decrypt j[ Cancel

www.everlastsoftware.com Page28 of 63



http://www.everlastsoftware.com/

ES Encrypt User Manual

Afterc hoosing the files and directories, use the fASel ec

Please provide the password to decrypt the filels),

Pazsward: I************

':_'! Cpen File After Decryption

[_ Ck ] [_ Cancel ]

Note: This method uses the same password for all the selected files and directories, unlike the Windows
Explorer context menu option (which prompts individually for each file/directory).

Provide the following values:
3) Password i Type in the password that was used to encrypt the file(s).
4) Open File After Decryption i If checked, the default program will be used to open the file, based on its

file extension.

Cick 60kdéd and your files/ directories will be decrypt
decrypted:

[ Files decrypted.

www.everlastsoftware.com Page29 of 63



http://www.everlastsoftware.com/

ES Encrypt User Manual

Decrypting Files on Mac OS X

There is only one way to decrypt a file on Mac OS X:

1) Through ES Decrypto6s Br orwspet dDisab oorgt cvita t he AES En

Decrypting via ES Decrypt Browse Dialog

After | aunching AES Decryp
S re

0O via the AES En
one or more fil e and di t

ories with the

ot 0

Lookin: ) my Folder

] et
accounts, bxkesenc
img 952.jpg.esenc

File name: Joiimy Folder

Files of kype:  .esenc

l- Select ko Decrypt J l Cancel
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After choosingthe f il es and directories, use the fASelect to

Please provide the password to decrypt the filels),

Pazsward: I************

r: Cpen File After Decryption

[_ Ck ] [_ Cancel ]

Provide the following values:

1) Password i Type in the password that was used to encrypt the file(s).
2) Open File After Decryption i If checked, the default program will be used to open the file, based on its

file extension.
Click 60k6 and your files/directories will be decryp
decrypted:

[ Files decrypted.
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Decrypting Files on Android/iOS

The ES Encrypt mobile app all ows encryption via t

a , L =

Encr.. Decr.. Text Shred Pas.. Syst .

@ Shred/Delete Selected After Decrypting

|81 sect] | e | @ pocre|
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Decrypting via Select

Use the 6Selectd button and choose the d-eekeit)y ed fi
Below is a screenshot of a directory showing some encrypted files:

s ] s 8l

Encr... Decr.. Text Shred Pas... Syst..
Up Select Cancel

diet
accounts.txt.esenc

img 982 jpg.esenc

Once you have highlighted the desired file(s)/direct or i es, use the 0Selectd b
added to the selection list below the buttons. If you want the selected encrypted files to be
per manently del eted after decrypting, check the i

[#] & B =

Encr... Decr... | Text Shred Pas... Syst..

@ Shred/Delete Selected After Decrypting

{ = | Select l [ & Clear \ [ 1, Decrypt l

img 982 jpg.esenc

accounts txt esenc
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Onceyouhave selected all the desired files/directories,

Provide the password to decrypt.

Password:

| |
-  Cancel

accounts txt esenc

AES 256-bit decryption can take a while, depending on the speed of your device. A message will appear,
showing that encryption is taking place:

& 4 B x B v

Encr... Decr Text Shred Pas Syst
Decrypting... Please be
patient, this may take a

while.

img 982 jpg.esenc

accounts.txt.esenc
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Once encryption is finished, a dialog will be displayed specifying the number of files that were encrypted:

gy

r Shred Pas... Syst..

2 files were
decrypted. ected After Decrypting

Ly Decrypt
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Password Manager on Windows and Mac OS X

The Password Manager can be launched in two different ways:

1) By selecting APasswor &€nMarypd &r & hfora mutt h e nfi BM& ¢

Optionso shortcut on Windows
2) From the AES Password Manager o on Wi ndows

Opening Existing Passwords

If you have existing passwords, ES Password Manager will automaticallypr ompt f or t he fimast
view the passwords. Otherwise, you will go straight into the password list.

Master Password! |

[_ ik ] [_ Cancel ] [_ Delete Passwurds] [_Eackup Passwurdsi] [_Restnre Passwnrdsi] [_ Sync Passwords J

After providing the correct password, and selecting

hittp: | fuana, arazon, com - eotekksdekkdek .,
hittp: f fuaa google. com - ~

hittp: f e wahion, com - eotetkdsddekbbbdek,,
thl's: otk

bob's phone number: 999-867-5309
ifie's sani ~tddEEEE OO

&ccounts/Passwaords:

IJse '~ characters around passwords and other sensitive skrings ko mask them,

[- Save ] [- Cancel ]
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